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• Search Engines

Online Research Tool Categories

• Social Media
• Online Communities
• E-Mail
• Phone #s
• Photos



Search Engines



Google
Operators:  

Quotation marks “John Smith”
Site:forbes.com “John Smith”

“Cisco” filetype:ppt (pptx)
Exclude “John Smith” –engineer
“Peter Smith” OR “Pete Smith”

“internet * training”
“peter smith” “1..999 comments”   



Bing
Operators:  

All the same as Google except the file type
“contains:ppt site:cisco.com”



Yandex



Tor

Don’t be afraid to use Tor, 
just be cautious.  There is a 
great deal of information 
available and you might 
find something about your 
target.
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Social Media



Facebook

“Facebook says Cambridge Analytica 
may have had data on 87 million 

people”



Facebook

https://www.facebook.com
/search/str/Michael%20Ba
zzell/users-named



Social Media Tips
Set up an email account at GMX.com to use 

when creating any covert accounts.

Try to keep your identities the same across 
platforms.

Easy to set up covert Twitter, Instagram and 
LinkedIn accounts

recruitin.net



Online Communities 



Reddit

https://www.reddit.com/user/CHRISB

https://api.pushshoft.io/reddit/search/comment/
?author=CHRISB



Offerupnow.com



Flippity.com

Goofbid.com

Fatfingers.com

Searchtempest.com



“site:amazon.com John Smith”

“site:targetwebsite.com John 
Smith”

Amazon.com/gp/registry/search



You must have an account to browse profiles.

You must have a premium account to contact 
anyone.

If a person uses one dating services, they more 
than likely use others (with the same profile info).



E-Mail

hunter.io/email-verifier
verify-email.org

tcpiputils.com/email-test
tools.verifyemailaddress.io

findanyemail.net
email-format.com

haveibeenpwned.com



Phone Numbers

Twilio.com/lookup
Opencnam.com
Whocalld.com

Calleridservice.com
Nextcaller.com

Challenge.burnerapp.com



Photos
images.google.com
Bing.com/images



Photos

Tineye.com
Image.baidu.com
Imageraider.com

Pictriev.com
Twicsy.com
Twipho.net



Photos

Exif.regix.info/exif.cgi
Fotoforensics.com

Izitru.com
Forensically (29a.ch/photo-forensics)



Photos

Exif.regix.info/exif.cgi
Fotoforensics.com

Izitru.com
Forensically 



Questions?


