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On an ear]g Safurdag morning in januarg, the Hawaii Emergehcg Mahagemenf Agehcg conducted 2 missile
a!erf 'Jrﬂ', ﬂwe person who was a‘ske'J to Hck oﬁ: ﬂ‘xe 'er behe\zet’ ﬂ\at it was an actua! a!ert' ar\'c’ seye-cfe'cl

the wrong option from the menu. This led to 38 minutes of mass panic within the state.

i ;f:j. ] * The system did not have any different visual queues between the test option and the real option (-causihg
i : coh‘fusioh> .

* The system did not reqvuire approval ;:3 a second person or a supervisor which means that 2 sing!e person
could initiate an alert causing a panic either accidentally or intentionally.

To address these issues the agency has -c‘nange'c! the system workﬂow so that two analgsts must ‘sigh in and
validate an alert ('c{ri” or rea!) for it to be acted on. The agency is also ’ookfhg at chahging the interface to
make it easier to E'Jenﬁjcg test versus pro'Jucﬁon.
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A Cohseqvuehce o‘f Iheﬂ:ecﬁ\/e
y)). -a-ck of Known Plan For Han'c"ing Fal-‘se Alarms ‘

realized the mis’rake, there was »confusion on how to send 2 fal*se alarm alert, To
further confuse matters, the drill cecurred 'Jur?hg a shift char\ge and since the
incoming shift leadership had not been notified of the drill, they thought the alert
Was ger\uihe, T"\ese f‘a‘ctor‘s !-e'c’ to 2 36 minute delag n ’ser\'cﬁng the fa!*se alarm

alert,
To address these issues the agency:
Has established a -procedure ]cor har\'c"-ing fal-se alarms and set up templates in the

53sfem )cor ﬁ\em SO ﬁ\at “a”- -c]-ear” a]erts can ’>e sent w?ﬂ\ouf 'Je’ag,
will notify all supervisors of

Wil no longer run drills during shift changes and

= *

drills in advance. '




Wr r\g Dowt\ Passworc’s

In the aftermath of the Hawaii missile false a’arm the agency gave the press our

of the command center ’r‘\eg run, A -p‘\bfogr‘aph taken on the tour -ca-p’rured a 'SﬁCkg

note 'sfu-ck to 2 monitor -con’(‘aining what looket’ hke 2 -passwor'c’. Ah agency
| spokesperson confirmed it was a password to 2 “minor system that is no lenger in

use. When -passwords are written down and visible:

Ar\\jone can l-og in as that user — Loss of a-ccountahlitg.

® U'r\auﬂwrizet’ persons can how gain access to '53's’rem.

Authorized wsers may now be sble to bypass review and a-pproval- controls by

2 reques’( vuhger ohe ID ahC’ fh&h approvmg f as anoﬂ\er
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A consewm of Ineffective Controls
R OE of P ro 9 am m n 9 I e St n 9 Fa ure ,, Y

Impac’l‘:

273 SUVs had to be rep!acet{ (scrappe'c!) at 2 cost of r\earlg $9lf Million, su BAHU

weHs were mxssec{ on ﬂne B p lar hetweeh the Joors 'ke m sseJ spot welds may
kaVe weakehed ﬁ\e overall 'sfrehgﬁw o‘f ﬁ\e SUV bot{g and 'mcrea‘se'c' ﬂ\e r'rsk o‘f
passenger mjurg in 2 crash Forhmate y for Subaru or\ | o)c ﬂwe 293 aﬁ(ectecl
SUVs were sold to customers or this could have been MUCH MUCH worse. Please
keep in mind that rehets do enly what we tell them to do. This is what can happen
when an error or typo ext ists ih a hg line of code and we Jor\ t per‘form Su‘H: cient
esting within GA to detect it




Cor\se%uence ()f Ineﬁectf"‘/e Cor\trb <
= I'mP“"P T St"mﬂe/ Ha“"”‘mS of Emﬂ"}jee Records &

Breach Impact:

- -";‘T A Unknown and we may hever know the full extent.
: g When Togs R Us hqvui'c’a’re'cl and shut down its remaining stores

in mid 2018, it locks like at least some loeations did not

invest the time reqyuire'cl to 'cﬁs.pose of or secure empl-ogee

records maintained in the store, These records have been

~ ) found in some locations Just !agihg around out in the open and
contained names, addresses, pictures of driver s licenses and
social security numbers, For aﬁtected emplogees, a'cl'cﬁhg to
the insult of losing ﬁ\eirjob, the company also injured them
*)3 exposing their data ﬂ\roug}\ the compahg"s heghger\ce

and /or apathyl SHAMEFUL

R




A Cwseqvuehce of Ir\eﬁ:ect Ye Cohfro S

For.etﬁh. to P erform A Critical Manval Control
Lmpaet: JET AIRWAYS

30 passengers fell Il and required treatment.

In Se-_p’rember 2018, 2 j et A?rwags ﬂ'xg‘n’r ’rook
off for Jaipur and had to turn back and make
an emergency l-an'cﬁng in Mumbai after 30

passengers fell ill due to a lack of eabin
pressure, An investigation determined that the
ﬂight crew faﬂ-ed and »poss‘xmg )Corgof to turn on

the system that maintains cabin pressure

' aufomafican .




A Cohseqvueh‘ce of I-he‘H:eCﬁVe Cohfro
Lack of 2 Viable Audit Trail ZAE2N

HABERSHAM COUNTY

Impact" GEORGIA | Est. 1818
Wiﬂ\ou’r a paper audit trail on hallots cast, "\ackers can at’jusf ﬂ\e results wiﬂwuf detection whic"\ ealls ﬂ'\e integrf’(\j 07( ﬂ'\e vote
into quesﬁon

Electronic voting machines are simp’s computers tra-ckihg and ’r‘abulaﬁhg tnput (ve’(es). As hackers become

more So»pkisﬁca’ret’ and more devices ih-c!u'cﬁhg voting machines are connected to the internet, the risk of

voting results Eeihs altered f)\j hackers increases. To protect against tampering, most electronic \wﬁhg
systems maintain a real—time paper audit ’rraﬂ/ 709 of each vote when cast so that tampering with totals ean
be detected and invalidated. There are however fu”g paperless electric voting machines used in 4 states
ihc!utﬁhg Qeorgia, In a recent election, one precinet using these machires had 276 registered voters and
670 votes cast (Zlfg% voter {’urr\ouf) and yet the state of Georgia claimed in its 'Jefehse of a fe'c’eral
lawsuit for using these voting machines was that there are no issves or qaps. Furﬂ\ermore, the Georgia
!egislature aﬂempted to criminalize security research into the voting machines that E'Jehth(g gaps and

oit. Fortunately, the qevernor vetoed the effort.

weaknesses ﬂwat hackers couH ex




B Conseq‘vuehce of IheﬁceCﬁVe Cbht%)?s
- La-ck 07( g—bﬁware Pa’rc‘wing Pt i N

Impatt': g
tsme estimates it will take 2 $250 Million dollar hit in combined |
remediation costs and Yos’r/ 'Jelaged producﬁon/ sales.

H

In mid 2017 the ransomware software WanhaCrg was released. It took
aJvanfage of Windows vulnerabilities that M crosu& had issued pa’(ches for n
ear? 2017 Desptte ﬁ\e numerous h hg pub el zecI Wam\aCrg attacks mn
2017 and the availabil ity of the »patches, tsme, the world's -arge‘st -c"\ip maker
who SMPP!"(GS appl-e, AMD and oﬂ\er‘s, chose net to paf-c}\ their Windows 7
systems, In auqust 2018, tsme was infected by WannaCry and has estimated
that it will cost the company $25—O mi




A Cohseqvueh‘ce of I-he‘H:eCﬁVe Cohfro

Not Patc‘w Yg l\/ewl Smart Dev €S
The TV is Watching You

' CRESTRON

In recent years, former’\j sihgle use devices such as p‘\or\es, te’e-comcereh-cmg
units, cameras and televisions (espec'a! Y those used at Hgk end hotels and
comcerehce cehters> became more Sophshcatec{ powencu and ﬂexx{a This was
due to the inclusion of computing components and smart applications being
installed. As is the case with any computing device, it can have vulnerabilities
that can be exploited and must be pafc}wed/ maintained. Seme of the known
exploits in the wild allow a hacker to take over these devices and use the built-in
cameras and mies to spy oh the room, U'm(orhmafelg, because peop’e still see
these devices as sihg!e use and dumb, ﬂ\eg are geherang overlooked when it
comes to reviewihg systems to ensure ﬂmeg are proper]g secured and patc‘med,
This leaves these devices open to exp!oiﬂ We must chahge how we ﬂﬁhk of them

and treat them like any other computing device!




A Conseqvuehce Of Ir\eﬁcecﬁ\/e Cohfro
Lack 0": F(fcus On Se'curif

mpact: ﬁ Med:l:l'on.l'c

Anyone with an affected pacemaker is vulnerable to attack.

J\ NG Modern pacemakers have the ability to be updated/tuned via an
L«| \l\ *EIM N‘\

Red Arrows are referring to Pacing Spikes

I h application without subjecting the patient to additional surgeries.
] ‘ r llsl ‘i Howe\(er researc}\ers beheVe ﬂ\eg ha\/e st::overec’ ﬂ\at ﬂ\e upcfate

process used 53 Me'c!from-c -pa-cem‘akers is not secure and can be ‘\acked.

Red Arrows are referring to Pacing Spikes The hacker would then be able to change the cperating instructions for
the -pacemaker to -chahge when and how shocks are delivered so that it

can t’eh\/er unhecessary ‘s‘wcks, wiwaH r\ee'clet[ sho‘cks or ‘c‘wahge H\e

intensity of delivered shocks. Since the pacemaker is 2 eritical life saving
device, this is a matter of life and death!




A Conseqvuer\ce of Iheﬁcecﬁ\/e
Lpact: Lack Of Focus On Securit

Medical equipment is vulnerable to Facking/ manipulation putting patients at risk.

KEY VULNERABILITIES

Sop‘wisﬁcatet{ medical devices now have computers embedded within them. This makes the devices
wlr\eraHe to }\acks/aﬂacks w"\ic‘w couH anow ‘\ackers to:

@leiipgilel
@leleele

Disable systems or kesj functions,

Mar\ipu!ate device cohﬁguraﬁom/paﬁehf treatments,

Steal patient data.

PATIENT DATA THEFT THERAPY Mﬂ.NIPULﬂTIUH MALWARE ﬂ\is ES 'Jue To ﬂ\e faCf f‘\af metﬁca] 'Jevice 'CIGSESY\S fOCUS oh features/performar\ce ihstead b‘f
security and that they are designed to cperate for decades while software support to fix

vulnerabilities is designed to last for years instead of decades which forces device makers to try to
support eguipment for significantly longer than intended.

To ﬁx tHs, device makers must 'Jesigh their devices with securitg in mind to ensure that ohb
authorized users/ systems can access/ configure them and to allow for OS patches and upgrades as
needed. Fina”y, Bospi’rals need to design their networks to isolate/ secure medical systerms.




A Cor\seqvuer\ce of Iheﬁcecﬁ\/e Controls
Use of Leakg Legacg APL bl:?ckhat

Breach Impact: ey A= =
P eople Impa-cted: The supplied attendee information frem all conference registrants was
available to download from the Public Internet by anyone without authentieation.

The organizers of the annual hacker conference Blackhat USA used an out of date reqistration
system that included 2 lveakg data interface which allowed anyohe on the pumit internet to
access and download attendee ?h)cormaﬁoh )Cor com(erer\-ce reqistrants without any restrictions
(fo prevent a mass Jowh]oad),

One attendee discovered the issue, re-ported it to the organizers and ﬂ\e\j were able to ﬁx the
issue within 24 hours. However, one would expect organizers of 2 hacker conference to ensure

ﬁ\eg are using up to date sof’rware to avoid embarrassment 53 their customers.




A Consequence of Ireffective Contrls

= atat

Many applieations today authenticate users not with a password but with a PIN
sent to their mobile phohe, The ﬂ'\eorg is that since the pin chahges each time
and users ALWAYS have their p‘whe with them, it is more secure than Just 2
ﬂpa‘sswor'c{. The proHem 1s, that when the phohe breaks, is lost or ‘sto!en, the user

has no access to their account. In addition to the above risks, hc a hacker wants
access to your account ?)a'c”»g enough, ﬂxeg can convince your cell carrier to port
your phohe number to 2 'cﬁﬂ:ereht p‘whe and redirect the pin texts without your

khowle'clge or approval, .n\ere i's currehﬂg 2 mu’ﬁmmioh 'c’o”ar Yawwit peh'cﬁhg

against atétt for porting 23 customer s phohe humber a 72" time in violation of

additional ‘securitg precautions Hweg had agreed to imp’emeht to prevent it. ﬂ\fs

- ITSANOKIA 33101

anowe'c’ ﬂ\e }\acker to steal millions o‘f 'Jonars in biteoin )Crorn‘ ﬂ\e customer,

Boﬂ“‘om’ hhe, your -p}\or\e hum‘&er is oh’g as secure as your phor\e company make‘s

it!

Imgfiip.com




A Cor\segtuence bf Ineﬁ:ecﬁ\/e Cohtro S
Phones Vul-neraHe/ Infec’red When Activated

Users re]g on their p"whes to not on!g funcﬁon but to alse
be free of viruses/ vulnerabilities. Unfortuhafe’-s, security

researchers have found that some, mosﬂg inexpensive -p}\one's,

have been found to have a banking Trojan, adware and other

Viruses preﬁmstane'd on ﬂ‘\e -P}\OY\QS, SM‘C}\ V‘(YUSQS can stea’-

user a‘c-cour\fs/ Pa‘SSwor'c’S an'J ex-pose -prfvafe user 'Ja’(a to

hackers. To minimize the risk users should:
*  Purchase phones from larger reputable manufactures/sellers.
®  Don't purchase just-released phenes wait for reviews instead.

o I.n's’ra” ar\'c[ run ahﬁ-\/irus 'so)crware on your Phohe,




A Cohseqvueh‘ce of I-he‘ﬁ:ecﬁ\/e Cohfro S
| Use of Fibits Ex-poses Seeret Facilities

Breach Tmpact: it ]Cltb IJE

People Tmpacted: Fithit user data exposed secret military installations.

Qadse’rs ﬂwat can hel-p -peo-p!e track ﬂ\eir -phgs'{ca! acﬁvif\j ar\'c! encourage ﬂ\em to exercise more are 2
good thing! After all, a more physically fit and healthy population lives longer and gets sick less
often, Furﬂwermore, 2 more }\ea!ﬂ\g armed forces is }\appier and more effective, So w}wg has the
mmfarg banned the use o)c ﬁtr\ess travckers and smartp‘wnes ‘for active 'Jutg personnel? Recause
their geo»!ocaﬁon services are ehaHe'c! f)\j 'Jefau’t and are cohﬁguret’ to report sd'cﬁer movements to
a central company server where loeations soldiers freqvueht can be tracked and secret installations
identified. Bottom line, no matter how ‘we’-pfu! smart devices are, by default they are set up to
track your a'cﬁv‘xty and report it to the company who can use it as a revenue source. Rottom Ur\e, hc
you do not wish your activity to be the vpro'clucf sold to companies, be mindful of what you use and

what options you disable so as to ensure that data you do not want collected and reporte'cl 's not,




_;; Conse%‘*ehfe Of I-heﬁcecﬁ\/e Confrol-‘s
e Nof Pa’rc‘wing//)mtecﬁng Smarr 'Devices

-_ A _ Breach Impact-:

Peop’e Impacted: Personal im(o oh casino Hg"\ rollers stolen.

As more and more smart devices are installed on company intranets, hackers are ﬁh'cﬁr\g that many o)(
these devices are either not maintained properlg or are not patc‘waHe and are le)ct connected to the
regular corporate infernalv r\etwork. ‘n\e proHem 1S ﬂf\af ﬂ\ese 'Jevices can sﬁ” be }wacket’ ar\'J use'cl
{:3 outside entities as 2 fooﬂwH on the network to scan/ a’rta-ck/ steal company data. For examp’e,
earlg in 2018 2 casino s Ng‘w roller customer database was stolen. An examination found that
attackers came into the easine network f‘\roug‘\ the smart thermometer in the IOHJ}) fish tank!
L?ter‘a”\j any smart device that is on the network and not pro-perl\j maintained or secured is
wlher‘aHe ah'cl makes ﬂwe entire r\etwork wlner‘ame! Smarr 'c[evi-ce's ‘s}wul'c[ pre)ceramg !’)e ke-pt oh an

isdatet’ network ah'c’ gr‘ahtet’ access to ohlg ﬂ\eg St:)stems ﬂ\eg hee'c’ to t‘alk to ar\'c! r\oﬂ\ing else,




I Cohseqyuehce of I-heﬁ:ecﬁ\/e Cohfro S

Se-cur'xhj researchers have )Couh'c’ a hew way )Cor hackers to sneak stolen credit card data out o)(
ﬂ\e company hefwork. ﬂwe Ba-ckers }\aVe fonm'c{ a way to Nde H\e 'Jata as 2 parr of !egiﬁmate
internet traffic such as DNS, Since DNS traffic is normal and necessary, many companies do
not Hock it or sean it. ﬂ\is anows ﬂwe 'Ja’ra to be sent back to ﬂwe hackers nm'cler ﬂwe
-compahg,s nose. To eateh this, companies need to inspect outqeing network traffic to detect:
* Su‘s-pi-cious data being sent.
® Occurrences of uhu‘Suang th traffic.
o

Larger ﬂ\ar\ expe-cfet] packets,

Mac}\ihes oh ﬂ\e hetwork *)e}\av‘mg ‘sus-pi-c?ouslg.




A Conseqyuence Of Iheﬁecﬁ\/e Con’rrol-s

Breach Im—pact:
Peo-Ple ImPavc’re'J: 2.3 million PCs had the infected version of Celeaner “
installed 'c[ur'mg the month the imcecte'c’ so)crware was available,

Over 2 6 month -perio'c[, very determined hackers were able to gain control o‘f keg systems on the
Virus -c!earﬁhg ‘SOftware CCleaner hetwork and eVer\tuang rep!a-ce the ‘SOﬁware available )(or
'Jowhload wfﬂ\ an ihfectet’ version, If ﬂ\en took computer researc‘\ers ar\oﬁ\er mor\ﬂ\ to detect
the hack by which time 2.5 million downleads had occurred. Forhmate!g, the virus was re!aﬁVe!g
easy to remove from systems once fouh'c!. While this type of attack ('Software supp!»:) chain ) s
very difficult, rare and is not semething nermal users ean defend against, scftware manufacturers

users relg upoh must 'c’o more to Secure ﬂwe‘(r ‘53‘stem‘s ar\'J hefwork‘s to vpre\(er\t ‘swc‘w at’(a-cks!




A Conse%uer\ce of Lneffective Controls
Brute Force Password Quessing

W}\er\ hackers obtam usernames ar\d passwor'Js for attractive targets, ’rhes:) ’rrg to se” ’rhose credenﬁals to
oﬂ\ers, ofren on the dark web, so that ﬁweg can make %uick monhey oﬁ of the informaﬁon ’rhe‘j have
obtained. Secwit}j researchers are aware o‘f this and monitor the dark web to determine what has heen
compromised and work with impacfet{ to organizations to ﬁx the issue. Over the summer, 2 'securi’rg
researcher found that a eritieal airport account was -compromised and available for sale on the dark web for
MO For the price o‘f 2 movie ﬁ-ckef, a hacker ean gain access to “SHStems linked to security and kui"cﬁhg
automation system’s.” In this parﬁcular case, the researchers believe that the password was gaihet’ ﬂ\roug‘\
quessing all possiue password combinations (ﬂ\roug}\ autom‘aﬁoh) until ﬂ\e\j were able to ’og in. But the
password could Just as easﬂg been ohtained through phishing seams as well, Fortuna’relg, in this case the
airport was notified and was able to reset the impacted account password. However, !ohg term, the airport
needs to !ook at movihg to ’rwo~7(a-ctor au’r}\en’r'xcaﬁoh and oﬂmer controls ’r}\at wou!'c{ }\a\/e Hocked ﬁwis a’r’(ack

before it was successful,




A Cohseqvuer\-ce Of I-r\.eﬁcecﬁ\/e Controls #
.V‘mS 2 S’gsfem Ls Uh"\a-ck‘ame

App]e’s servers were wft’elg believed to be unhackable. U'mcortuhatelg ‘for ﬂ\em, a 15

Selt

W

i x year old Apple fan in Australia did not believe the hype. He was able to successfully
, 111 i, ‘F back into an A-p-ple server, gaih sccess to authentication keg‘s ( hke 2 paSwart! that is
/ ' L. {l "j . U’Sua”\:) ke-Pt very 'se-cure) ahd t!owr\l»oatl 90@5 o)c Apple 'Jata unt’etecfed t’urihg ﬁ\e
- year ‘we }\ad access. Forhmatelg )cor Apple, ﬂ\e now 16 year oH *)raggetf about H‘s

ac-compl-'(shmer\f on ﬂve Ir\terhet an'c’ App!e fbuht’ out, T‘\eg were aHe to )Cmc’ nghs o‘f
1 ﬂ\e intrusion aht! fra'ck ﬁ\em‘ back to 2 Macgook via its ser‘xal» r\um‘ﬁer WMC‘\ anowed

A Ve iy . : : .

' x authormes to ra(d ﬁ\e teen s }\ome, flht’ ﬂ\e computer ar\'J arrest hm‘. In or'c’er )Cor

be! A - -companie‘s to ha\/e 2 ‘c}\ahce at t[ete-cﬁhg "\acks, H\eg must monitor ﬂ\eir networks 7c0f

. ‘susp'{ciou‘s/ unauthorized activity and review their systems to see if there are signs of

tampering. Stories like this s ' it s public confidence in




Avoid Becomihg
A Cohse%uence of Iheﬁcecﬁ\/e Controls!

| ¢ Don”r re‘spoh'J to suspicious e—mails or chck oh any Nnks within the e-mail.

° Nwags run up to date anti-Virus.

*  Patches for computers, phenes and smart devices should be applied shertly after release.
* Use comp!ex pa‘sswords both at home and work.

¢ NEVER ‘s‘ware your pa‘sswor'c! wfﬂ'\ anyohe, ihc’u'cﬁr\g support persumel.

* NEVER walk away frorn' an unlocked computer,

*  NEVER leave an active Oogge’c’ ih) web session on 2 shared computer,
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